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Q.  Please provide the following documents:  1 

 2 

a) Enterprise Risk Management Framework and Procedures, Risk & Insurance, July 19, 3 

2017; 4 

 5 

b) Enterprise Risk Management Policy, Version 3.1, February 21, 2018; and 6 

 7 

c) Nalcor Energy: Risk Rating Guide. 8 

 9 

 10 

A. Please refer to the following attachments: 11 

 12 

 PUB-NLH-036, Attachment 1: “Enterprise Risk Management Framework and 13 

Procedures, Risk & Insurance,” July 18, 2017; 14 

 15 

 PUB-NLH-036, Attachment 2: “ERM-01: Enterprise Risk Management Policy,” Version 16 

3.1, February 21, 2018; and 17 

 18 

 PUB-NLH-036, Attachment 3: “Nalcor Energy: Risk Rating Guide.” 19 
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Preface 
 

Today, business decisions are informed by risk. This document is a framework to support furthering the 

continuity and effectiveness of Enterprise Risk Management (“ERM”) principles and processes. 

 

Our ERM Framework and Procedures document (“the Framework”, “Framework”) is aligned with the 

goals of Safety, Environment, Business Excellence, People and Community to ensure risks are well 

managed and monitored throughout the organization and in line with the risk management 

expectations of our stakeholders. Risks are assessed against divisional, line of business or departmental 

plans which are anchored back to these objectives and rating guides are structured to consider impacts 

against these goals. 

 

The Framework provides a common and pragmatic process for discussing risk management within the 

company, embedding risk philosophy within our culture, and for clearly communicating our risk 

management capabilities to external and internal stakeholders.  It should be read in concert with the 

ERM Policy Statement as well as established Risk & Insurance Plans. 

 

The Chief Risk Officer (“CRO”) is responsible for updating this document and for ensuring the Framework 

continues to be aligned with applicable standards.  After consultation and review by ERM 

Representatives, changes to this document will be approved by the EVP, Finance & CFO. 

 

Purpose of Manual 

 

Building on the Board approved ERM Policy; this document intends to provide practical guidance in how 

to use the tools and templates available. It also defines a common framework for building consistent 

and reliable data for risk reporting and common language is used to rate and discuss risk across the 

organization.  Documenting critical business risks and their treatment strategies also encourages 

knowledge transfer and sharing. 

 

General Structure of Manual  
 

This Framework and Procedures document is organized into 7 sections.  A brief description of each 

section follows: 

 

Section 1 - ERM Framework:    Contains general information about core elements of our ERM 

Framework, including the principles, infrastructure and processes which underpin its design. 

 

Section 2 - Roles and Responsibilities: Provides a high level view of accountabilities within the 

framework, as well as more specific roles for key roles and departments. 

 

Section 3 – Risk Committees:  Details the objectives and structure of the risk committees.  

 

Section 4 – Risk and Insurance Plans: Details the objectives and process for creating and maintaining 

Risk and Insurance plans.  
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Section 5 - ATIPPA/Energy Corporation Act: Provides guidance related to sharing and publication of 

potentially sensitive information/documentation. 

 

Section 6 - Required Frequency:  Outlines the minimum frequency with which each key process must 

be executed to remain in compliance with the overall ERM program requirements. 

 

For access to this document and the Risk Toolset please see the below path or reach out to the 

Corporate Risk and Insurance team: 

 

H:\Corporate Risk and Insurance\2. ENTERPRISE RISK MANAGEMENT\1. ERM\1. Policy&Framework 

 

Manual Objectives 
 

The Framework and Procedures were developed: 

 

• To provide guidance to facilitate the consistent application of the ERM Framework, supporting 

processes, and toolset; 

 

• To educate key stakeholders with respect to ERM and risk management as general concepts, 

and to provide clarity with respect to how we intend to manage risk as an organization.  This 

includes internal and external stakeholders or interested parties; 

 

• To provide clear delineation of roles and responsibilities with respect to risk management.  This 

document clearly articulates specific accountabilities for key individuals; and 

 

• To provide a forward looking view pertaining to elements of the framework that are planned but 

not yet implemented.  As implementation progresses, these elements will be added to this 

document in more detail and in accordance with timelines established in Risk & Insurance plans. 

 

Guiding Principles 
 

The ERM Framework is underpinned by general principles stating that effective risk management: 

• Creates and protects value; 

• Is an integral part of all organizational processes; 

• Is part of decision making; 

• Explicitly addresses uncertainty; 

• Is systematic, structured and timely; 

• Is based on the best available information; 

• Is tailored; 

• Takes human and cultural factors into account; 

• Is transparent and inclusive; and 

• Facilitates continual improvement of the organization. 
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Scope of Manual 
 

The established Framework focuses on applying a structured and consistent approach to risk assessment 

and risk treatment.  Essentially, risk assessments focus on the risks to achieving business plans and 

represent an important part of the strategic planning process.  This does not replace the need for 

management to implement more detailed process level risk assessments and risk management practices 

as part of embedding appropriate internal controls and management systems within their operations.  

 

This Framework applies to Nalcor and all of its subsidiaries.  Accordingly, unless otherwise noted, all 

references to Nalcor within the remainder of this document are meant to include all of its subsidiaries, 

and any which may be formed before the next update to this document.  

 

Assumptions 
 

It is expected that, as the business evolves and Risk & Insurance Plans push the business towards greater 

maturity, this manual will require revisions to incorporate new or anticipated practices, procedures, or 

changes in best practice guidance. 

 

As implementation progresses, additional elements will be introduced and implemented.  This may 

include the use of risk metrics, establishment of a formal risk appetite framework including risk 

tolerances, development of Board and Executive dashboards and other reporting, the creation of 

monitoring processes over key risk treatment plans, and updates to governance and policy as required.   

 

The information in this version is limited to the information available at the time of publication and it is 

to be used in conjunction with other policies and procedures.  This document will exist a step behind the 

business given that the focus in the next several years is on implementation and raising the ERM 

maturity level overall, therefore procedures will potentially be added and enhanced with greater 

frequency than would be the case for a more mature process.   

 

Given the recent restructure some terms are being used interchangeably throughout this document and 

may be more relevant and familiar dependant on the audience. Most notable;  

• “Line of Business”, “Division” and “Subsidiary” are used somewhat interchangeably given the 

current structure of the organization 

• “Vice President, VP”, “Executive Vice President, EVP” , “ President Hydro”  

• “Strategic Plans”, “Strategic Business Plans” and “Business Plans”  

 

We expect to have this will be updated as the corporate structure is finalized. Should you have any 

questions with respect to expectations based on the above please don’t hesitate to reach out to the CRO 

for clarity. 

 

Who should use this Manual 

 

This Manual is for the information and use of all stakeholders of the ERM Framework including the 

Board of Directors, Leadership Team, Risk Committee members, and any staff responsible for applying 

the principles and processes outlined herein. 
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1 ERM Framework 

1.1 Background Information 

A well designed framework ensures ERM is part of existing strategic and operational plans, internal 

control processes and day-to-day operations
1
.   Additionally, it creates a common understanding of 

roles and responsibilities and promotes knowledge transfer across management 

 

Some aspects of a fully integrated framework have not been implemented.  The introduction of 

additional elements is outlined in Risk & Insurance Plans and will be incorporated into this 

document as they are embedded.  This Framework & Procedures document should be read in 

concert with these documents. 

 

This section includes a description of the elements of the ERM Framework, as well as the risk 

management process itself.   A summary can be found in Figure 1. 

 

Figure 1:  Summary of ERM Principles, Framework and Risk Management Process 

 

 

a) Framework - Mandate and Commitment 

The ongoing effectiveness of a risk management framework depends on strong overall 

commitment by management and the Board of Directors.   Senior leaders and the Board 

demonstrate this commitment by approving the ERM Policy, assigning resources to risk 

management initiatives and efforts, developing and utilizing risk related reporting and metrics, 

and ensuring risk is an integral part of strategic and business planning.   

                                                           
1
 Adopted from CAN/CSA-ISO31000-10 
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b) Framework – Design  

Designing an ERM framework and supporting policy involves: 

• Understanding the organization and its context and environment; 

• Establishing a risk management policy framework; 

• Clarifying roles and accountabilities for risk management; 

• Integrating the risk management process into key organizational processes; 

• Assigning appropriate resources to support the program; and 

• Establishing internal and external communication and reporting mechanisms. 

c) Framework - Implementation 

In implementing a framework for managing risk, the organization must define the appropriate 

timing, resource and strategy.  Risk management policies and processes should be integrated 

wherever possible into existing organizational processes and procedures and must impact 

decision making to be seen as effective.  Implementation includes consultation and 

communications, information and training sessions, and feedback. 

Risk & Insurance Plans are updated annually for each line of business and for the Risk & 

Insurance team.  Updates, feedback, and templates developed through this process will be 

shared with the Risk Committees primarily so that the line of business leads and senior 

leadership have an opportunity to provide input. Figure 2 below provides a summary of the high 

level “building blocks” that are being progressed as well as the roles and responsibilities 

 

Figure 2: Risk Management Framework 
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d) Framework - Monitoring and Review 

Progress against risk management plans will be measured and reported to divisional Risk 

Committees 

Reporting on compliance with the ERM Policy Statement as well as the processes outlined 

herein may also form part of monitoring, as may periodic reviews of the effectiveness of the risk 

management framework overall by external parties. 

Maturity assessments will be completed periodically to assess progress improving risk 

management maturity across the business.   

e) Framework - Continual Improvement 

Communication and consultation is a dialogue between an organization and its stakeholders.  

This dialogue is continual and iterative. It is a process that involves sharing and receiving 

information about the management of risk.  

Discussions could be about the existence of risks, their nature, form, likelihood, and significance, 

as well as whether or not risks are acceptable or should be treated, and what treatment options 

should be considered.    

 

It should also ensure that all stakeholders are involved and consulted as changes to the 

Framework are considered and that they are given an opportunity to give feedback on the 

benefits or challenges of implementation.  This is accomplished primarily through the 

establishment and regular meetings of Risk Committees and by close engagement with ERM 

representatives. 

1.2 Risk Management Process 
 

The risk management process is the core of the Framework and can be applied to any area of the 

business that requires risk assessment. This process is summarized in Figure 3 below. 

 

Figure 3: The Risk Management Process 
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Risk assessments can be done at different levels of the organization, including: 

 

• Consolidated or subsidiary registers; 

• Entity, divisional or departmental level risk assessments (lines of business); 

• Process level risk assessments; 

• Project risk assessments; 

• Risk assessments for new products, markets or other opportunities; etc. 

 

The level of detail may vary depending on the assessment being undertaken, however, the 

principles will remain the same in all instances.  The descriptions that follow assume that risk is 

being assessed at either a consolidated or divisional level.  Process, project, and other more detailed 

risk assessments are the responsibility of management and part of the company’s internal control 

systems. They will focus on the objectives of the project and/or supporting processes, and will 

generally be more granular and detailed than those which are filed and retained as part of the ERM 

program. Examples include use of safety hazard registers, identification of environmental aspects, 

information systems vulnerability assessments, etc. They are important feeds to the program, 

however, and provide key insights into the right rating for consolidated level risks. See Figure 4 for 

an example of how safety (as a risk) ties to the Hydro Plan and Mandate. 
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a) Step 1 – Establishing the Context  

 

As outlined in Figure 4 under Process, context must be established before risk assessment and 

the treatment of risk can be documented.  Establishing the context requires consideration of: 

 

i. External Context / Environment 

 

• Includes factors considered in a typical analysis of Strengths, Weaknesses, Opportunities 

and Threats (“SWOT”), which forms part of the strategic and business planning process. 

• Examples include stakeholder expectations, cultural considerations, the business 

operating environment, the regulatory environment, financial markets, technological 

changes and the political landscape. 

 

ii. Internal Environment 

 

• Encompasses the tone of an organization, and sets the basis for how risk is viewed and 

addressed by an entity’s people, including risk management philosophy and risk 

appetite, integrity and ethical values, and the environment in which they operate. 

• Includes factors considered in typical SWOT analysis carried out in formulating the 

annual business plan and the 5-year strategic plan. 

• Examples include information technology resources, the organizational culture and 

human resources (turnover, succession, training needs, etc.). 

 

iii. Objective Setting  

 

• Business goals are clearly articulated and link back to Safety, Environment, Business 

Excellence, People and Community. 

• A business goal is a high-level statement what the company wants to achieve and 

typically does not change unless the vision or direction of the company changes 

• Objectives are what the company will achieve during the planning period (specific, 

measurable, achievable, relevant and time-bound) 

• Objectives are achieved through the initiatives that are included in the strategic, 

departmental, risk and insurance plans and other plans. 

• Objectives must exist before identifying potential events affecting their achievement.  If 

it is not very clear what the specific priority objectives are, time should be spent 

determining goals and objectives before the risk assessment begins. 

• A target is a specific part, or interim step, of an objective to be achieved in the year 

• An initiative is an activity or action to be completed in order to achieve anobjective or 

target 
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iv. Event Identification 

 

• Historical and other known internal and external events can also be identified and 

reviewed as inputs. 

 

Risks identified should be considered and evaluated in the context of the potential impact on 

our goals, objectives and initiatives.  These factors are already considered through the business 

planning cycle, and therefore do not require a separate effort.  There should be a clear and 

demonstrable linkage between what is contained in business plans and the risks identified. Risk 

assessment is an important part of business planning. 

 

Figure 5: Setting Context 

 
 

 

 

The risk assessment should inform the planning process, and may lead to the identification of 

additional objectives that were not reflected in the strategic plan but that arose out of the 

context setting exercise. 

 

As shown in Figure 5, once the context is established, the risk assessment steps can begin.  The 

purpose of a risk assessment is to accurately assess the risks that are assumed by the 

organization, as a result of operating a line of business, taking on a particular project, or 

introducing a critical business process.   

 

There are two ‘sides’ to a risk assessment.  The first is considering the “inherent risk” (i.e. 

assumed risk level).  This is the level of risk the organization assumes just by operating in the 

chosen industry, for example.  It does not consider any management intervention or risk 

treatment.   The second is “residual risk” (i.e. current risk level).  Once all management actions 

are documented and assessed for effectiveness, this represents the level of risk exposure the 

organization is living with today, taking management interventions and actions into account.  

The rating scales used are part of the ERM Toolset. Risks are documented in risk registers.  

Excerpts of the risk register used are shown throughout, see Figure 6-8. A separate template is 

generally used for corporate service functions, such as Environment and Information 

Technology. This is referred to as a ‘Detailed Risk Treatment Plan’. 
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Once objectives and their related risks are identified, it is necessary to categorize them as either (1) 

Operational, (2) Strategic, (3) Financial and/or (4) Compliance risks.  Users should refer to the ERM Risk 

Category – Subcategory Catalog, which can be found in the ERM Toolset.  The Financial Risk 

Management Policy is also a useful reference with respect to the various categories of financial risk.  

 

Categorization of risks will allow for the eventual aggregation of line of business risks at a 

consolidated level, creating a consistent data source for future risk reporting, and providing a 

common language for discussing risk across the organization. 

 

Once identified, key priority risks to each line of business level should be inventoried using a Risk 

Register.  A sample is included in the ERM Toolset. In order to be aligned with best practice with 

respect to identifying risks, in addition to the considerations given in Section 1.2, risk owners 

should consider the following: 

 

• It is imperative to consider the “other side” of all opportunities – that is, the risks 

associated with not pursuing an opportunity should always be considered; 

• Identification should include risks impacting line of business goal achievement vs 

objective irrespective of whether their source is under control of the particular line 

of business.  Involve subject matter experts from Finance, Information Security, etc.; 

• For each risk identified, so-called “knock-on” or “spin-off” impacts should be 

considered. 

 

Once risks have been identified and inventoried in the registers, the line of business ERM 

Representative(s) are responsible for identifying a risk owner for each risk, which should be the 

individual with the required expertise to manage and assess the particular risk. ERM 

Representatives are also responsible for ensuring that the owners understand their role as 

described in Section 2.2, and for assisting risk owners in completing required documentation. 

 

Designated risk owners must use the rating tools provided in the ERM Toolset to determine a 

risk rating for each risk for which they have ownership, on the basis of Impact and Likelihood, as 

well as other rationale of these ratings. They also must document and capture risk treatment 

plans, either planned or implemented.   
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c) Step 3 - Risk Analysis 

 

Once risks associated with objectives are appropriately identified and categorized, the risk 

assessment process continues with risk analysis.  This involves considering the Impact & 

Likelihood ratings for each risk on both an inherent (“assumed”) and residual (“current”) 

basis. 

 

The outcome of this analysis are ratings for each risk (Low, Medium, High), based on the 

likelihood of occurrence (i.e. probability) and the potential impact.  Tools for risk analysis 

include the Risk Rating Matrix, Impact Measurement Tool and the Financial Impact Matrix, 

which are included in the ERM Toolset.  (These tools should be consulted in conjunction with 

this document)   

 

The impact and likelihood ratings assigned should be supported by adequate rationale such 

that a third party could understand why a particular rating was selected.   

 

Completing this exercise allows for risks to be sorted on the assumed and/or current ratings 

they were given to identify key areas of focus which would require further evaluation, as 

detailed in the next section.  See Figure 7 below. 

 

Important notes: It is important to note that current risk ratings should reflect only the impact of 

management actions that are known to be effective at the time of assessment, and do not 

consider future planned actions. Key controls should be monitored to give management 

assurance that they are working as expected. 

 

If a long list of risks is identified, it is recommended that an initial ranking be taken to prioritize 

documentation efforts or identify priority risks for focus on treatment and documentation. 

Software is available through Risk and Insurance to facilitate this process. 
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e) Step 5 - Risk Treatment 

 

This step in the process will differentiate the various risk treatment strategies that are available 

to management to reduce risk exposure.  The risk owner can choose to (1) avoid, (2) mitigate, 

(3) transfer, and/or (4) accept the risk.  

 

Risk Avoidance – Risk avoidance can be as simple as avoiding the risk by deciding not to start or 

continue with the activity that gives rise to the risk. Instead of avoiding the risk, the owner can 

transfer it to another party, through the use of insurance, outsourcing, or specific contractual 

terms (where applicable, and with their own set of related risks).  

 

Risk Mitigation – Mitigation can be equated with adjusting the internal controls in place to 

manage the risk by adding, modifying, or even removing controls to better suit the risk being 

managed. For example, installing fire suppression systems where none were installed before to 

protect critical operational assets. 

 

Risk Transfer – Alternatively, the owner may attempt to reduce likelihood of occurrence by 

implementing a risk transfer strategy.  Examples include the use of derivative financial 

instruments to address foreign exchange rate or commodity price exposure, or the purchase of 

insurance policies. 

 

Risk Acceptance – In contrast, with risk acceptance the risk owner can make the informed 

decision to take no further action and retain the risk in pursuit of a commensurate return.  

Analysis may also show that the cost of implementing further risk reduction measures does not 

provide enough benefit to make this a viable or prudent option.   

 

At the line of business level, Risk Treatment Plans are currently captured in the Risk Register.  

See Figure 8 below. 
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f) Step 6 - Monitoring and Review 

 

 

An ERM Framework requires monitoring on several levels.  This includes 

g) Review of the Framework itself 

h) Compliance with the ERM policy  

i) Compliance with the Divisional and/or Lines of Business plans developed 

j) Risk Register Review -  Management are expected to monitor the controls they identify to 

control priority risks as part of implementing appropriate management and internal control 

systems. See figure 9 below that outlines the Risk Register review process. 

 

 

 

 
Figure 9: Risk Register Review cycle 
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2 Roles and Responsibilities 
 

The objective of the risk management program is to ensure that risks are managed and monitored in a 

structured and consistent manner throughout the organization and in line with the expectations of our 

stakeholders.   

 

The Boards of Directors are responsible to ensure management has processes in place to effectively 

identify and control risk, and that these processes can be demonstrated. 

 

Senior management is responsible to identify, analyze, treat, monitor and report on risks that threaten 

the achievement of their business objectives. 

 

All staff have a responsibility to appropriately balance risk and reward within the activities that they 

operate, and to raise concerns where they are unsure this balance has been struck.  Employees must 

understand their role with respect to processing transactions and are the ones who bring risk mitigation 

(i.e. internal controls) to life.  

 

The internal control system is an important source of risk data and insights.  For example, strong internal 

control requires that management understand the key risks facing their business, which identifies critical 

business processes, i.e. those processes which exist to manage those priority risks. 

 

2.1 Chief Risk Officer 

 

The high-level role of the Chief Risk Officer’s Risk and Insurance team is to support the Risk 

Management Program and the ERM framework and supporting policies. Some activities that fall 

under the Risk Management Program are as follows: 

 

• Ensure Risk and Insurance plans are kept up to date, in consultations with divisions, lines of 

business and departments 

• Consult with lines of business in creation of new guidance or update of existing guidance 

• Facilitate and oversee annual risk assessment process company-wide 

• Develop and maintain ERM Corporate five year plan 

• Coordinate and review risk reporting  

• Provide dedicated compliance oversight to Energy Marketing with respect to financial and 

operational risks 

• Coordinate and facilitate annual portfolio risk assessment 

• Ensure periodic reviews of Framework and process effectiveness 

 

2.2 ERM Representatives 

 

Each line of business will have an ERM representative whose responsibilities will include: 

 

• Ensure the identification of priority business risks and the assignment of accountabilities 

• Ensure the delivery of actions agreed upon in Risk & Insurance Plans. This may include the 

development of risk reporting and/or risk profiles 
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• Secure appropriate consulting and other expertise and resources to deliver line of business Risk 

and Insurance plans 

• Identify any training needs for the line of business/division 

 

2.3 Role of Risk Owners 

 

Each risk in a Risk Register will have a Primary and Secondary Risk Owner.  As outlined above, 

designated risk owners are responsible for ensuring the use of the ERM Toolset to assess each risk 

for which they have ownership. The risk owners are also accountable and responsible for 

implementing any budgeted treatment strategies.  

 

Primary Risk Owner:  One line of business contact will be identified as a primary owner of each 

priority risk; their responsibilities include: 

 

• Coordinating necessary meetings with secondary risk owners or otherwise keeping advised of 

the status of actions against priority risks  

• Ensuring that the information presented on the risk in the Risk Register is current and complete; 

• Ensuring the documentation of risk treatment plans within the Risk Register; and 

• Considering whether appropriate monitoring and reporting exists where critical processes and 

controls are identified as part of the risk register review cycle 

• Implementing any new mitigation strategies, and ensuring that these find their way into the 

planning cycles and budgets where required. 

• Known previously as “Risk Champion”  

 

Secondary Risk Owner(s):  Depending on the risk, there may be numerous functions and 

departments, either within or outside of the line of business, that will need to take action(s) as part 

of the treatment plan for that risk; their responsibilities include: 

 

• Providing input regarding risk treatment, if outside the control of the line of business or division 

• Providing updates on risk treatment plan status to the Primary Risk Owner in advance of Risk 

Committees and other meetings as required  

• Advising the Primary Risk Owner immediately if priority actions are trending off plan or if a 

critical business process or control does not operate as expected. 

 

2.4 Role of Executive Owners 
 

Executive Risk Owner(s):  Executives have primary ownership of consolidated or divisional level 

risks.  Their responsibilities include: 

 

• Coordinating necessary meetings with action plan owners to keep advised of status;  

• Preparing and submitting reports regarding key risks to the Risk Committee(s), in accordance 

with an agreed scheduled and using approved templates as they are developed and approved by 

the Committees; 

• Working with CRO and ERM representative to ensure that the use  of ERM tools and templates is 

aligned with corporate methodology; 
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• Ensuring the documentation of risk treatment plans; and 

• Providing a consolidated view of risk exposure across all entities. 

 

Executives may decide to delegate these responsibilities, but remain accountable for ensuring they 

are fulfilled. 

 

2.5 Role of Internal Audit  

 

There are a number of key roles that the internal audit function plays in the ERM Framework, both 

during the implementation and on an ongoing basis thereafter such as: 

 

• Leveraging the consolidated and divisional risk profiles to facilitate audit planning; 

• Providing assurance on the risk management process (risk identification, risk analysis and risk 

evaluation); 

• Evaluating the Framework and risk management process outlined in Figures 1 & 2; and 

 

Also, as the implementation of the Framework progresses, Internal Audit may commence regular 

reporting to the Board on its audits of the Framework.  

 

However, to ensure appropriate segregation of duties, Internal Audit will not
3
: 

 

• Have any accountability for the ERM Framework; 

• Have any involvement in the process of formulating risk appetite; 

• Make any decisions with respect to the treatment of risks; or 

• Implement any risk mitigation or other treatment of risks on behalf of management. 

 

2.6 Role of Strategic and Business Planning 
 

There is a recognized importance of a clear linkage with the strategic and business planning 

processes.  It is for this reason that updates to the Risk Register are made at the same time that 

business plans are being updated.  The risk assessments done as part of the ERM program are to link 

directly to the objectives, targets and initiatives detailed in strategic plans, which are created around 

our corporate goals. 

 

 

 

 

 

 

 

 

 

                                                           
3
 Internal Auditing’s Role in Risk Management (IIARF White Paper – March, 2011) 
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3 Risk Committees 
 

The Risk Committees are established to meet the following high level objective: 

 

To confirm that risks are being managed within the parameters established by the Board of 

Directors as referenced in the Enterprise Risk Management (“ERM”) Policy, ERM-01 

 

These Committees are responsible to articulate and monitor priority risk for their division. This 

Information is submitted to the Risk & Insurance team quarterly, and will be used as an input to 

developing a consolidated risk profile for the organization. 

 

Progress and timelines identified in Risk & Insurance Plans are also overseen by the Risk 

Committees, which are made up of senior managers and risk representatives. 

 

Risk Committee Membership 

 

Risk Committee members are appointed by each EVP, and the President, Hydro in consultation with 

the Chief Risk Officer. Each committee shall approve a Terms of Reference document governing 

their activities. This is to be reviewed annually. 

 

Several planned enhancements are underway at a consolidated level. Largely, these enhancements 

are focused on creating routine risk reports at a line of business and divisional level, as well as a 

consolidated Risk Profile.  

 

Figure 11 – Consolidation of Risk Reporting 
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4 Use of Risk & Insurance Plans 
 

4.1 Line of Business and Risk & Insurance Plan  

 

Risk & Insurance plans are developed for both the line of business and consolidated levels. These 

documents set out risk management initiatives for the year ahead and with a 5 year view (3-year at 

Hydro), detailing a set of realistic goals and objectives along with proposed timelines for completion. 

They inform strategic plans with respect to the resources required to move ERM implementation 

forward. 

 

The basis for a Risk & Insurance Plan is to close a known gap or to increase the effectiveness of risk 

management for the Line of Business, thereby moving the level of maturity and sophistication 

forward. Risk & Insurance Plans are tailored for each line of business based on maturity and current 

state. A template has been provided to support the development of these plans.  

 

All plans will be reviewed and approved by the CRO and ERM Representative.  The line of business 

VP is ultimately accountable for the Risk & Insurance Plan and supporting risk activities, and the 

ERM Representative is responsible for ensuring adequate consultation and engagement at this level. 

5 ATIPPA/Energy Corporation Act & ERM 
 

5.1 ATIPPA & ERM 

 

Some of the information captured in our risk registers is considered commercially sensitive and 

would not normally be released in response to a request for information 

• Risk registers contain recommendations, plans or proposals in many cases to establish new 

programs or to change a program that have not been implemented 

• The relevant sections here are the ones relating to treatment of risks as well as the ratings that 

drove the recommendations, plans or proposals 

5.2 Energy Corporation Act & ERM 
 

The risk assessments done as part of the ERM program are done at the level of each entity and in 

the context of their strategic plans 

• The workshop approach recommended for all lines of business ensures this linkage is properly 

captured and can be demonstrated 

• One of the main objectives of these assessments is to determine whether or not 

recommendations are to be put forward each year regarding how we manage risks within the 

organization 

 

These documents form part of the strategic plan and the focus of this program is to create a 

consolidated view of risk. 

 

PUB-NLH-036, Attachment 1 
Reliability and Resource Adequacy Study 

Page 26 of 30



 

27 

  

• The risk registers are subject to the exclusions in the Energy Corporation Act since much of the 

information contained would be considered commercially sensitive as part of Nalcor’s strategic 

business plans 

5.3 Implications 
 

• More often than not, risk descriptions would be subject to release as they represent risks typical 

to an organization operating in our various industries (eg. risks inherent to a utility or energy 

marketing operation) 

• There will be some exceptions to this where the risk descriptions themselves contain 

information or content deemed commercially sensitive, as such no information should be 

released without review by CRO, Legal Counsel, the relevant EVP, or President, Hydro, CFO & VP 

Finance and Manager, Corporate Communications.  

• As part of the ERM review, disclosure notes have been added to the Risk Registers in the near 

term on the advice of Legal Counsel, and care should be taken to mark ‘DRAFT’ on all working 

copies 

• There is no reason not to communicate by email, but these documents should be treated as 

confidential and sensitive at all times 

 

6 Required Frequency  
 

The following table outlines current standards with respect to frequency for key processes within the 

ERM Framework. This table will expand as the Framework is implemented. 

 

 

Frequency of Key Processes 

 

ERM Framework  Frequency  or deadline 

1. Review ERM Policy Statement and Framework & Procedures 

document, and update if required 

Annually 

2. Review/update Departmental Risk & Insurance Plan Annually 

3. Review/update Divisional/Line of Business Risk & Insurance 

Plans 

Annually 

4. Compliance reviews – ERM Policy and Framework Annually 

5. Complete and monitor Maturity Assessment by division  Periodically 

6. Independent assessment of ERM effectiveness Periodically 

7. Deliver and/or source Board level ERM training On request 

Line of Business/Divisional Level Risk Management Processes  Frequency or deadline 

8. Divisional Risk Committee meetings Quarterly 

9. Complete line of business level risk assessment Annually 

10. Review/update Risk and Insurance Plans Annually 

11. Deliver and/or source  ERM training As required 

12. Secure appropriate consulting and other expertise As required 

Consolidated Risk Management Processes Frequency or deadline 

13. Update consolidated corporate risk assessment Annually 

14. Deliver and/or source ERM training On request 

15. Secure appropriate consulting and other expertise As required 
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7 Glossary of Key Terms 
 

The following definitions are adapted from a number of sources: (1) Committee of Sponsoring 

Organizations of the Treadway Commission (COSO), (2) Deloitte and Touche LLP and CAN/CSA-ISO 

31000-10 as published by the National Standard of Canada.  

 

Assumed (inherent) risk – the risk without considering any risk treatment (i.e. the risk assumed by 

participating in a given industry, selling a certain product, etc.). 

 

Current (residual) risk – the risk remaining after considering the effectiveness of chosen risk 

treatment (i.e. post-mitigation). 

 

Enterprise risk management – a group of coordinated activities, affected by the organization’s 

board of directors, management and other personnel in strategy setting and across the enterprise, 

designed to identify potential events that may affect the organization, and manage risk to be within 

the organization’s risk appetite.  

 

ERM framework – set of components that provide the foundations (policy, objectives, mandate and 

leadership commitment) and organizational arrangements (accountabilities, processes, 

responsibilities and resources) for designing, implementing, monitoring, reviewing and continually 

improving risk management throughout an organization. 

 

ERM toolset – the collection of tools and templates developed and maintained by the Risk and 

Insurance department for use by employees in implementing the ERM Framework.   

 

ERM policy – statement of overall intentions and direction of an organization related to ERM. 

 

External context – external environment in which the organization seeks to achieve its objectives 

including key drivers and trends having an impact on the objectives of an organization and the 

cultural, social, political, legal, regulatory, financial, economic, natural and competitive 

environments in which it operates. 

 

Impact – The relative significance of a particular risk to an entity if that risk event came to pass. The 

magnitude of the impact is assessed with respect to the effect on achieving the corporate goals of 

Safety, Environment, Business Excellence, People and Community. 

 

Internal context – internal environment in which the organization seeks to achieve its objectives, 

which encompasses  consideration  of the organization’s governance framework, organizational 

structure, objectives, capabilities, culture, policies and information systems. 

 

Internal control – a process, affected by an entity’s board of directors, management, and other 

personnel, designed to provide reasonable assurance regarding the achievement of objectives 

relating to operations, reporting, and compliance. 

 

Likelihood – the probability that a particular risk will occur within a given time period. In assessing 

the probability of occurrence for the purpose of risk assessment, it is important to define the time 

period over which the likelihood of occurrence is being assessed.  
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Risk – the effect of uncertainty on objectives, or anything that could prevent the organization from 

achieving its objectives if it came to pass (sometimes referred to as a “risk event”). 

 

Risk appetite – the nature and amount of risk an organization is willing to take on in pursuing its 

goals. Forms the bounds within which management must operate the business.  It is often 

supported by more granular tolerance limits against agreed key risk indicators (i.e. metrics). 

 

Risk analysis – process undertaken to comprehend the nature of risk and to determine the level of 

risk. 

 

Risk assessment – the overall process of risk identification, risk analysis and risk evaluation. 

 

Risk capacity – a key consideration in formulating risk appetite, it refers to the organization’s ability 

to assume the impact of an adverse event as well as  its degree of sophistication with respect to 

effecting  risk management processes. 

 

Risk categories – Financial, Strategic, Operational or Compliance. 

 

Risk evaluation – process of comparing the results of the risk analysis with risk criteria to determine 

whether the risk and/or its magnitude is acceptable or tolerable. 

  

Risk identification – process of finding, recognizing and describing risks. 

 

Risk owner – person or entity with the accountability and authority to manage a risk or delegate. 

 

Risk philosophy – see risk appetite. 

 

Risk source – element, which alone or in combination, has the intrinsic potential to give rise to 

uncertainty. 

 

Risk treatment – often referred to as risk mitigation, it describes a process undertaken to modify a 

risk which can include avoiding the risk, accepting  the risk to pursue opportunity, removing the risk 

source, changing the likelihood, changing the consequences, sharing or transferring the risk or 

retaining the risk by informed decision. 
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Appendix 1 – Enterprise Risk Management RACI Charts  

 

 
 

 

  

 

   Title Owner

1 R A

2 R R R A R I

3 R A C/I

4 R A R I

5 Develop consistent risk reporting templates to Risk Committees C/I R A C/I

6 Ensure risk reporting is up to date and provided quarterly to Risk Committees and CRO C/I A R

7 Report to Risk Committees, at least annually, on compliance and/or ERM governance C/I R A R

8 I I C/I R A R

9 Identify priority risks and assign accountabilities - Consolidated Profile I A C/I R R C/I I

10 Identify priority risks and assign accountabilities - Divisional Profile I A C/I R A A R R

11 Approve analysis and evaluation of priority risks, in particular risk treatment plans R A R

12 R A R C/I

13 Deliver or source specific training relating to Risk Management C/I C/I R A R

14 R C/I R A R

15 R R R A

16 I R A C/I R

17 A C/I C/I C/I R

Abbreviations

R The person responsible to do the job ERM Enterprise Risk Management

A The person accountable for the job BOD Board of Directors

C The person to consult  before the job is done CEO Chief Executive Officer

I The person to inform after the job is done CFO EVP Finance & Chief Financial Officer

CRO Chief Risk Officer

GM CTR General Manager, Commercial, Treasury and Risk

Exec Executive

Risk Comm Risk Committees

Risk Rep Risk Representative

Approve the ERM Corporate plan

Coordinate and facilitate annual risk assessments, as required

Ensure the full identification, analysis and treatment of material business risks

Ensure periodic reviews of Framework and process effectiveness 

Ensure ERM Framework and process are integrated into Strategic Planning cycle

Provide independent view of ERM Framework and process effectiveness

Identify specific training needs relating to Risk Management

   Core Functional Process  

           RACI Chart
Enterprise Risk Management - ERM Framework Chief Risk Officer

Legal DeptRisk 

Comm

  Purpose To design, implement, monitor and continually improve the ERM Framework.

Description A process to support the continual review and improvement of the ERM Framework, with the objective of creating a long term sustainable 

strategic advantage and maximized shareholder value.

Internal 

Audit

ExecGM, 

CTR

C

F

O

C

R

O

Process Elements                      

                                    Stakeholders                                                
Risk RepB

O

D

C

E

O

Develop and maintain ERM Corporate five year plan

Develop and maintain ERM Policy Framework (Statement & Procedures)

Approve the  ERM Policy Statement
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Policy Title Enterprise Risk Management Policy 

Policy Group ERM 

Policy Number ERM-01 

Accountable Division Risk & Insurance 

Policy Owner Chief Risk Officer 

 
1. Policy Statement Recognizing that the management of risk is critical to achieving corporate objectives 

and implementing internal control systems, Nalcor Energy (“Nalcor”) has 
implemented an Enterprise Risk Management (“ERM”) Framework to ensure that a 
timely, structured and systematic approach is used to manage key business risks.  

2. Purpose The purpose of this Policy is to outline the key components of Nalcor’s ERM 
Framework (“the Framework”), including the infrastructure required to complete risk 
assessments, and to develop and document risk treatment plans.  The Framework 
requires ongoing communication and consultation with key stakeholders, as well as 
monitoring and reviews of effectiveness, both of the Framework itself and also key 
management actions to manage priority risks. 

3. Guiding Principles  Nalcor’s Framework is underpinned by principles stating that risk management: 

1. Creates and protects value 
2. Is an integral part of all organizational processes 
3. Is part of decision making 
4. Explicitly addresses uncertainty 
5. Is systematic, structured and timely 
6. Is based on the best available information 
7. Is tailored 
8. Takes human and cultural factors into account 
9. Is transparent and inclusive; and 
10. Facilitates continual improvement of the organization.   

4. Definitions and 
Terms1 

Enterprise Risk Management (“ERM”) – a group of coordinated activities designed to 
identify potential events that may affect the organization’s objectives, and to manage 
related risks to be within the organization’s risk appetite and tolerances. 

ERM framework – set of components that provide the foundations for designing, 
implementing, monitoring, reviewing and continually improving risk management 
throughout an organization. 

Risk – the effect of uncertainty on objectives. 

1 The following definitions are adapted from a number of sources: (1) Committee of Sponsoring Organizations of the Treadway Commission (COSO), (2) 
Deloitte and Touche LLP and CAN/CSA-ISO 31000-10 as published by the National Standards of Canada.  
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Risk appetite – the nature and amount of risk an organization is willing to take on in 
pursuing its goals. Forms the bounds within which management must operate the 
business. 

Risk assessment – the overall process of risk identification, risk analysis and risk 
evaluation. 

Risk management -  the identification, assessment, and prioritization of risks 
followed by coordinated and economical application of resources to minimize, 
monitor, and control the probability and/or impact of unfortunate event(s) or to 
maximize the realization of opportunities. 

Risk treatment – often referred to as risk mitigation, it describes a process 
undertaken to modify a risk which can include avoiding the risk, accepting the risk to 
pursue opportunity, removing the risk source, changing the likelihood, changing the 
consequences, sharing or transferring the risk or retaining the risk by informed 
decision. 

5. Scope of Application This policy applies to all divisions and lines of business within Nalcor Energy.  With 
respect to the implementation of the framework, direction is set through Policy, and 
subsidiary companies and divisions submit annual risk & insurance plans to the Nalcor 
Energy Chief Risk Officer, who is responsible for monitoring compliance with the 
framework and assessing risk maturity.  

6. Process/Procedure2 Subsidiary Companies and Divisions 

The Risk & Insurance team maintains and administers the frameworks that focus on 
developing a consolidated view of risk, the individual divisions and lines of business 
are required to complete entity level risk assessments as part of the annual strategic 
planning process.  This is captured in a template referred to as the Risk Register, and 
using the guidelines outlined in the ERM Toolset and Procedures.  There will often be 
several component risks at a subsidiary or divisional level which are shown as a 
theme, or enterprise level risk when consolidated. 

Subsidiary companies and divisions are expected to: 

• Complete an annual risk assessment as part of completing annual plans  
• Determine which risks linked to current operational, departmental and strategic 

plans are considered priority, and monitor the status of these risks at a divisional 
level on a quarterly basis  

• Ensure that the management of critical business processes (i.e. those that 
manage a priority risk) include formal consideration of risk 

• Ensure that review and monitoring activities are embedded in critical business 
processes, and that they embody a spirit of continuous improvement 

• Support the implementation of ERM initiatives that are part of the framework 
implementation and are designed to improve risk management maturity. These 
activities are agreed upon in Risk & Insurance Plans annually 

• Review  ERM Policy, Framework and Procedures document and Toolset and 
provide feedback on opportunities for improvement as requested 

The activities above are overseen by Risk Committees, which are established for 

2 Adopted from CAN/CSA-ISO31000-10 
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Newfoundland and Labrador Hydro and each division of Nalcor Energy.  Membership 
is to be comprised of senior managers as agreed between the Committee Chair and 
Nalcor Energy Chief Risk Officer.   Terms of Reference for each Committee to be 
reviewed and approved annually.  The activities above are driven largely by Risk 
Representatives assigned by the President, Hydro and Nalcor Energy Executive Vice 
Presidents, in consultation with the Nalcor Energy Risk & Insurance team as 
required.  Additional detail regarding the execution of these activities, the use of the 
Risk Register and other tools and templates can be found in the more detailed ERM 
Framework and Procedures document. 

Consolidated Nalcor Energy Risk Management Activities 

A risk framework provides another lens to assist management in allocating resources, 
prioritizing efforts, and aligning focus.  Senior management in each subsidiary 
company or division apply the framework to manage the risks affecting their plans 
and initiatives.   At a consolidated level Nalcor Energy includes multiple entities, 
divisions and lines of business with varied operations and activities.  Providing 
direction on the consistent application of certain risk management principles and 
practices is necessary in order to create consolidated risk reporting, and includes the 
responsibility to: 

• Review and approve Risk & Insurance plans, policies, procedures, templates and 
Toolsets 

• Oversee the completion of annual risk assessments, and the establishment of risk 
appetite statements and tolerances 

• Develop risk reporting templates to the Risk Committees and Boards of Directors, 
as required 

• Oversee the implementation and consistent application of the framework within 
subsidiaries and divisions 

• Monitor the status of risk treatment plans for priority risks at a consolidated 
Nalcor Energy level 

• Ensure that review and monitoring activities take place within the framework as 
required, and that they embody a spirit of continuous improvement 

The activities above are driven largely by the Risk & Insurance team in consultation 
with the Executive Vice President, Finance and CFO and other Executive as required.  
Additional detail regarding the execution of these activities and the use of the Risk 
Profile and Detailed Risk Treatment Plan templates can be found in the ERM 
Framework and Procedures document. 

7. Responsibilities High level roles and responsibilities 

There are three broad stakeholder groups who must fulfill their roles in order for the 
ERM framework to be effective; front line staff and management, the Risk & 
Insurance department and independent overseers (i.e. Auditors and the Boards of 
Directors). 

Front line staff and management 

All staff have a responsibility to appropriately balance risk and opportunity within 
the activities that they operate, and to raise concerns where they are unsure this 
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balance has been struck.  Employees must understand their role with respect to 
processing transactions and are the ones who bring risk treatment (i.e. internal 
controls) to life.  For additional guidance on management’s role with respect to 
ensuring appropriate internal control systems within their entity or department, the 
Management Control Policy should be referenced. 

Senior management has a responsibility to ensure the framework is embedded 
within each division.  Newfoundland and Labrador Hydro and each Nalcor Energy 
division has a Risk Committee chaired by President, Hydro and divisional Executive 
Vice President, respectively.  These Committees are supported by the Nalcor Energy 
Risk & Insurance department, Risk Representatives for each division and by 
members appointed to the Committee Chair in its Terms of Reference. The Risk 
Committees are established to monitor compliance with the requirements outlined 
in this Policy and to oversee the management of priority risks for each subsidiary or 
division. 

Risk & Insurance department 

 The CRO and their department are responsible to: 

• Oversee the annual risk assessment process for Nalcor Energy, in coordination 
with Strategic Planning, and review the risk assessments done across subsidiaries 
and divisions for conformance with procedures, standards and other 
requirements 

• Provide a bi-annual consolidated Risk Report to the Nalcor Energy Board of 
Directors, via the Governance Committee 

• Act as a resource to coach and educate staff impacted by implementation 
regarding the framework and its application, and provide training as required or 
requested 

• Ensure Risk Committee meetings take place at least quarterly and that there is 
adequate representation and expertise present 

• Review Policy and other guidance at least annually and consult with subsidiary 
and divisional Risk Committees where updates are recommended 

• Facilitate risk assessment workshops as required or requested 
• Monitor adherence to the ERM framework in subsidiaries and divisions 
• Monitor risk treatment plans for Nalcor Energy priority risks  
• Review and update Risk & Insurance Plans at least annually 
• Monitor and report progress against Risk & Insurance plans as required 

The Risk & Insurance department is positioned to provide independent validation of 
compliance with ERM Policy and plans, as well as to monitor objectively the status of 
priority risk treatment plans. 

Boards of Directors 

The respective Boards are charged with ensuring that executive management is 
effectively governing and managing the enterprise’s risk environment.  Additionally, 
they are responsible for ensuring that management has a process for identifying the 
principal risks of the Corporation’s business and ensuring the implementation of 
appropriate systems to effectively monitor and manage such risks with a view to the 
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long-term viability of the Corporation.  This includes oversight of internal control, 
management information systems, and regulatory compliance processes. 

Auditors 

Internal auditors are responsible to report independently to the Board regarding the 
effectiveness of activities taken by management, as well as priority risk treatment 
plans and ERM framework and process. 

Note regarding conflicting interests 

The roles as outlined above support independent and objective quality assurance 
over the ERM framework and process application within the organization, and also 
with respect to the effectiveness of priority risk treatment plans. 

As a general principle, independence and/or objectivity can be impaired where a 
function or individual is responsible for assessing the quality of their own work.  It is 
important that the Risk & Insurance department is recognized as a source of 
assurance over the activities of front line staff and management.  It is not 
appropriate for members of this department to make management decisions 
regarding risk appetite, tolerance or treatment, but they will often serve as advisors 
where these elements require development.   

Similarly, internal auditors or external service providers give management and the 
Board assurance over the quality of the work done by the Risk & Insurance 
department. 

It is important this design and these principles are upheld in order to not 
compromise the quality assurance which is built into the framework. 
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